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(57) Abstract : 

Present invention discloses an AI-based malware detection USB device (100), comprising a malware scanner (22), an AI module (24), and a control circuit (26) 

integrated within a USB form factor. The device scans offline systems for malware using AI-based behavioral analysis without requiring internet connectivity. The pre-
trained AI module detects both known and zero-day threats by analyzing system activity and files in real-time. Scan results are indicated via secure logs and visual 

alerts, ensuring portable, offline, and intelligent malware detection. 
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